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i Kernel32

This program has performed an illegal operation
and will be shut down.

It the problem parsists, contact the program .
vendor,

KERNEL3Z caused an invalid page fault in

(POBRIAR)EME , MENFE,
module EERNEL3Z.DLL at 0137:b{£74366. B8 HIrEREH
Pegisters:

EAN=5£402dS8¢c CS5=0127 EIP=bff74266 EFLCS=0001024¢

EEX=00000000 £5=012f BSP=0121fad4 EBP=0121£{bL0O0 RASSTHRAERS . NUCREGIERRIN FACISSRLI0OT v
ECX=0000000Z DS=012f ESI=000000 '
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has been shut down to prevent damage
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pears again, follow
hese steps:

Fheck k har dw. i 1 1y installed.
R*¢ \WIMOWS\SYRQ'“Bz\m'veRS\Wde [Fe§h1201’:aaen::r:n:'t‘§1?::10:1': a::eygarsga:;::re;e :rp;gggr.rar)(e gznzfacturer

For any windows updates u might need.
ES{TH: 0xc0000428 Y P you mig

kf problems continue, disable or remove any newly installed hardware
br software. Disable BIOS memory options such as caching or shadowing.
ff you need to use safe mode to remove or disable components, restart
lyour computer, press F8 to select Advanced Startup options, and then

GRECARENELNEETA, NRELERBNHONE S Uss P
9%, ARRGEORGWEANEMVIES, :

jewew sTOP: OX000000DA (0Ox0000000000000400, OXFFFFFAS6003F34000, 0x0000000000000004
0000000000000000)
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0: Interrupt, =lf;

1: TLB Modified, iflEERTLBAIRET I RISAIRFIHBLE;

2: TLB Miss Load, H{EEEN—NZBETLBIRESZI4IE b RIEHABL ;

3: TLB Miss Store, HE|R—NZBEETLBHIRGSE YIS AV BB HEITF NETE

4: Address Error Load, iEIMN—PIEXSSFRIMBINSEEE R ;

5: Address Error Store, ER—MNMEXITFABBLIBENER,;

6: Instruction Bus Error, —fig2ig§<$Cache s

7: Data Bus Error, —fig2##ECache S5

8: Syscall, Hisyscalig<Sr=4, BERR T, BRENBRBPSENRZSHAIE,

9: Break Point, Hbreakig$=4%. &ENNbpIES, ERmFESSEN, EREEEREA—break pointig<,
LUAZIEFROBTHIESEREERIBE/., HEitt, INREEMAEE &I T — 1 Break Point®E, HEMNREDIE/H07
. NEEEZHI T FROBVEH,;

10: =1, {REBIES ., ECPURITEI—KISBEENIIESHE, HALEE;

11: Co-processor Unavailable, t4bIEsSATTAH,. XMRE 2R TPIXEXS AR IESH TIRIES Y. 455!
1Y, ERBEFRDACIESEAIAMERE FITIXEGRS, S8EXNMERE. B, BERFSAREZRRIbE, RsC
WEKEGZERIEE,;

12: Overflow, BN, REHFEHNEESS IEXTRE;

13: Trap, XNBEFXFERTFtrapig<, Fsyscalig$E{ite, trapisSthaslie— P RE, (BtraptsSrILAMHF—L45%
4%, XL BT ERERA.

14: VCEI, 1ESEREFPIUEBI—EIEER.

15: Float Point Exception, iZRSE;

16: Co-processor 2 Exception, WHMIMEE2HISE;

17~22, BT E;

23: Watch, NTERTEEE., MiRTE T WatchLo/WatchHiFg N ES1REERT2/ER, Mload/store It HEFD
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|/ 0 device request External Interrupt
Invoke the operating system from user program Internal Exception
Arithmetic overflow Internal Exception
Using an undefined instruction Internal Exception
Hardware malfunctions Either Exception or interrupt
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= Mem|[PC]
PC PC+4

ID A = Reg[IR[25-21]]
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PC=ALUOut  (IR[25-0]<<2 N ~AUSE=0

MEM § Reg[IR[15-11]] = YMDR=Mem[ALUOut] A
ALUOQOut Mem[ALUOut] =B 4

Reg[IR[20-16]] = MDR /

WB

BN

peaer el pip k== d = vl

L
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Start

DAVID
JOHN L. HENNESSY

Memory adfh'ess ey
computation a2
o
ALUSrcA=1
ALUSrcB = 00
= ALUOp = 00
”
Lz P~ (0]
2 ’6\\,
= &tk
I V)
OC‘* Me mory Memory
N — vy __access access
& :
Ea MemRead MemWrite
—— JIorD=1 IorD=1

} Write-back step

Re gWrite
MemtoReg =1

4 Instruction fetch

Instruction decode/

0 Register fetch
MemRead 1
ALUSrcA=0
o ALUSTcA = 0
rite R _
ALUSrcB = 01 ALUSrcB = 11
ALUOp =00 ALUOp = 00
P CWrite
PCSource = 00 _
W S/ = %\\
Q//YV \%Q) —_
W) O v I
S‘N Branch @Q 8-« Jump
Execution completion = completion

ALUSrcA=1
ALUSrcB =00
ALUOp =10

, R-type completion » IntCause = 1 1
Cause Write
RegDst=1 ALUSrcA=0
RegWrite Overflow ALUSrcB = 01
MemtoReg =0 ALUOp = 01
EP CWrite
P CWrite
PCSource = 11
Overflow

ALUSrcA=1
ALUSrcB = 00
ALUOp = 01
PCWriteCond
PCSource = 01

P CWrite
PCSource = 10

%
(J
%/

IntCause =0
Caus e Write
ALUSrcA=0
ALUSrcB = 01
ALUOp =01
EP CWrite
P CWrite
PCSource = 11

A 4

RegDst= 0

CODg3, Patterson & Hennesey
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Start

Instruction fetch

A

A

MemRead
ALUSrcA=0
IorD=0

Instruction decode/
Register fetch

1

ALUSrcA=0
ALUSrcB =11

IR Write >
ALUSrcB = 01
ALUOp = 00

ALUOp = 00

@ ) )
¢Y~‘ﬂ9 < -
. w‘\ \OQ 4 1]
Memory address P~ S Branch @Q' &
computation ‘\}N‘\ ot Execution completion ~ ¥ completion
o>
EJ ALUSrcA=1 ALUSrcB = 00
ALUSrcB = 00 ALUS1cB = 00 ALUOp = 01 PCS - 10
7 ALUOp = 00 ALUOp = 10 PCWriteCond ource =
A P PCSource = 01
"
I% = %
z . —
~ Ry
- t‘) Overflow Overflow
o"-“-' Me mory Memory b4
~ ¥ __access access R-type completion IntCause = 1 IntCause = 0
Ea > > 7 CauseWrite 10 CauseWrite
—— ) RegDst=1 ALUSrcA=0 ALUSrcA=0
- MemRead MemWrite RegWrite ALUSIcB = 01 ALUSIcB = 01
- forD=1 lorD = 1 MemtoReg = 0 ALUOp = 01 ALUOp = 01
s EP CWrite EP CWrite
I P CWrite PCWrite
PCSource = 11 PCSource = 11

) Write-back step

A

Re gWrite
MemtoReg =1

RegDst= 0

Digital Designh and Computer Architecture, Second Edition,

David Harris,

Sarah Harris.




Start

Memory address =L
computation r b -
.,,"'l_.\'HWG E tian
2 woe
ALUSrcA =1 _
ALUSrA =1
"‘P':L'-'US[;CE_‘U?]” ALUSrB = 00
p= ALUOp= 10
-
3 s
=
. “;
& Memory Meamary
—4 aceocs access R-lype ¢o
RegDst =1
KMemRead MemWrie g

lorD =1

RegWrte

lorl =1
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MemRead
ALUSrA =0
larD =0
IRWWrite
ALUSreB = 01
ALUOp =00
PCWrite
PCSource = 0

RegWrite

MemtoReg =0

Instruction feich

\
e
2

Branch .

completion

ALUScA =1
ALUSrB = 00
ALUOp =D
PCWritaCond
PCSource = 01

Instruction decoda
register fetch

ALUSrch = 0
ALUSrcB = 11
ALUOP = 00

[Op ="1)

Jump

implation

PCWrite

PCSource = 10

<

mpletion

MemtoReg=1

Check for
interrupts
before
fetching
next
instruction

(&



.
CHUTHISIRIEE S (JETke)  AXAE

| [EAFVe
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- ELBERERT

v Z [RRHEIEIRB a5
IX'I%EQ#EE' jﬂﬂ;ﬁ%r{ﬁ%ﬁ User program Interrupt handler
Okfi=SH4: = PCPC :

vVANERRlT: BBy
viESHE: REmA | )
Otz &R et —> : |

v'Cause .
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(COD4)

“-II.,

*
sl N v ]
RASREZS %, | ExFush
§ [F.Flush = "L LT —
.
T gl liDFush %
*
Hazard e nas ot
- detection |
unit / ¥
A M
ID/EX u
[ = " - ey
Control - WB MEMAVE
|F¢|D B_ 00— ~|wB ‘
Lo > Smm | —

T e

— =

Registers
* e ’ @ \ ik >
* '3 A

I. M 4 ALU
$0000180 u Instruction - ;

> Data . -

| memory |
* -
» @ - >

Capms? memory

=

1
2| =]
&
. n
06.‘0‘
¥
/ xc =2
i \
=| 3]
|

xc=

v "4

|
(x‘x:Z)

Y Y7V Y

1. BREEROZENERS
2. EFREER

3. RERERLHHIE (B
4. BIREZEFET | i

y

v

. e
unit
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Exception in a Pipelined Computer

Given this instruction sequence,

40, sub $11, $2, $4
44 and $12, $2, $5

48 om~ $13, $2, $6
4chex $1, $2, $1
50, STt $15, $6, §$7

54 Tw  $16, 50(%$7)

hex

assume the instructions to be invoked on an exception begin like this:

80000180, sw $26, 1000($0)
80000184,  sw $27, 1004($0)

Show what happens in the pipeline if an overflow exception occurs in the add
instruction.

HRNARARIER
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Exception in a Pipelined Computer

: * @ Given this instruction sequence,
Add EX JL =7 7 ~ IR
X University o Sl T IS P VI 1

48 or  $13, 52, $6
AC,, $1, $2, $1
50,,, §15, $6, $7
54, 1w $16, 50($7)
-IW $16, 50(%7) : slt $15, $6, $7 : add $1 $2 $~1 : or $13, 1 and $12, . ..
e N | - : r Ex Flush | ;
\ IF Flush : K M TS — '
= : y|[ID.Flush, | : !
- /~ Hazard — ! : :
' detection | . : :
unit : ! :
@ MEM/WB
1
o, s
58
4 oft
30000180 = /; Instr
0000180 54 | mel Data
\__- memory

Clock 6




Exception in a Pipelined Computer

Given this instruction sequence,

40 sub  $11, $2, $4

and $12, $2, $5

48, A~$13, $2, $6
ac,., $1, $2, §1
50 $15, $6,

$7

hex

University o

54,, 1w $16, 50(57)
-——— = -~ - f—_-—_~\ f—_-—_~\ ;‘_—__5\
- RS - ~ - ~ - ~
{_ sw$26,1000($0) ', {_bubble (nop) ' . {_ bubble ' .{_  bubble ,lor$13,...
B -7 S==-----F : S==--pcFmsh 2 Tm=----7,
IF.Flush : : : ;
: ID.Flush : : :
! [/ Hazard *\ X ' !
T,' detection | . ! !
unit / : : :
: :
[E EX/MEM :
Control W 00 M EM:IWB
IFAD, U _})— M gl

80000180 '

bt ALU
( 80000180 —IL»
S~o 0ganie4 Data |
memory
13
Clock 7

=D
(=]

c 3

3 2

B

3
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- -

7z N
P I| EXFlush
N -~ \-—— ,
] IF.Flush \ 7 N ~_L_ - 7
AR — \/DFush )
L -
Hazard N~ -~

—__k deection | +
uni /
13 I\‘ ID/EX

P Rgr— o b MEM/WB
I} ESR — L—
| ~

»‘Controll >y M
| x I
IF/ID 0— EX \
¥ I — ’ — —_—
N
[ ;
[ * > > u -
X
- Regist -
N |y e . -
[ LM Instruction * - AL
\ 1C090000 7| u t=|PCHa - || >
Soo - X memory _ Data | _|
— — * memory ‘

u-( xeZ )

—

)
unlt -
Exception vector address to be added
Exception type to a Vector Table Base Register

PR Unknown Reason 00 0000,
‘ OD ARM Edltlon Floating-point arithmetic exception 10 1100,

System Error (hardware malfunction) 10 1111




o Instruction
memory

Registers

COD RISC-V Edition

Exception type

Undefined instruction

System Error (hardware

malfunction)

Exception vector address to be added to a Vector Table Base

00 0100 0000
01 1000 0000
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RISC'VE mw* : 30?# icgoﬁninﬁhﬁgyofci

O External events
v R, R CE
O Memory translation exceptions
v ERIT, R
O Other unusual program conditions for the kernel to fix
v RAARZ BRI E RIS
O Program or hardware-detected errors
v IEEIES. al. MNFEF
O Data integrity problems (Checksum etc.)
v e
O System Calls and traps

Type of event From where? RISC-V terminology
System reset External Exception

1/O device request External Interrupt

Invoke the operating system from user program| Internal Exception

Using an undefined instruction Internal Exception

Hardware malfunctions Either Either

EMBEDDED SYSTEM LABORATORY
SUIHOU INETITUTE FOR ADVANCED STUDY OF USTC
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O REEHEE (B8R BUESHIPCE

v RISC-VfEFSEPC (Supervisor Exception Program Counter, SRS ETE
FitEiEsR)

O {RFERAAYZRIE
v RISC-V{EHSCAUSE (Supervisor Exception Cause Register, EIERFEIR

K& 7=e)
v 64, BZHLLSERE: RERIDFER: 29RXEXANEIED, 129844
b=, ..

O BLAEZEIGIRE R
v BERRR{IF0000 0000 1C09 0000hex

Type of event From where? RISC-V terminology
System reset External Exception

1/O device request External Interrupt

Invoke the operating system from user program| Internal Exception

Using an undefined instruction Internal Exception

Hardware malfunctions Either Either
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RISC-VEE/REREISHE 1S *@”é&*é

User Within vs.
Synchronous vs.  User request maskable vs. between Resume vs.

Exception type asynchronous vs. coerced nonmaskable instructions terminate
I/O device request Asynchronous Coerced Nonmaskable Between Resume
Invoke operating system Synchronous User request Nonmaskable Between Resume
Tracing instruction execution  Synchronous User request  User maskable  Between Resume
Breakpoint Synchronous User request  User maskable  Between Resume
Integer arithmetic overflow Synchronous Coerced User maskable =~ Within Resume
Floating-point arithmetic Synchronous Coerced User maskable  Within Resume
overflow or underflow

Page fault Synchronous Coerced Nonmaskable Within Resume
Misaligned memory accesses  Synchronous Coerced User maskable  Within Resume
Memory protection violations  Synchronous Coerced Nonmaskable Within Resume
Using undefined instructions  Synchronous Coerced Nonmaskable Within Terminate
Hardware malfunctions Asynchronous Coerced Nonmaskable Within Terminate
Power failure Asynchronous Coerced Nonmaskable Within Terminate

H&P CA@A27 IF | ID | EX FMEM WB

'- SUZHOU INETITUTE FOR ADVANCED STUDY OF USTE
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O &K
v QIEFE AL A R R R R E

O MEXREWIESFSIN LR EREibit:
v RENMABRERS: 00 0100 0000two
v FEE{HEFE: 01 1000 0000two

. Exception vector address to be added to a Vector Table Base
Exception type

Register
Undefined instruction 00 0100 0000,
System Error (hardware 01 1000 0000,
malfunction)
= ap
O IERRFRITEE

v’ QTR
v BB RSP IERE T

“ BN RS

Rl -
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OS5 —f T RS B S
O# Eadd7EEX K ERIEfE
add x1, x2, x1
v BEthl%}s‘z%awemuE
v SERCRIRVIE S
V5 %add&ZFEI’J?a <5
v iZESEPCHISCAUSES17EEHE
v B R NN EE
O5i=FIAY 5 37225
v FREIRYmR {42245 8=

“ BN RS
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EX.Flush

IF.Flush

ID.Flush
f Hazard 1
detection | Y
unit / Ty
\ M
u

ID/EX

. | x

WB 0 -»
Control == M

— — SCAUSE
IF/ID 0 EX SEPC
Shift
4 left 1 -

pc il Instruction ! >
memory

A
( EX/MEM
M N
u >|WB MEM/WB
" L | -
th 00— M WB

Registers

ALU —

1C090000

Data

=
I ’ memory

!
|

¥
-
ekt i
T
!

Imm
Gen

: 4
Y
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OException on add in

40 sub x11, x2, x4
44 and x12, x2, x5
48 orr x13, x2, X6
4C add x1, x2, x1
50 sub x15, x6, X7
54 1d x16, 100(x7)

COHandler

1C090000 sd x26, 1000(x10)
1c090004 sd x27, 1008(x10)

“ BN RS

Rl -




Id x16, 100(x7)

IF.Flush

1C090000 —

58

detection |
unit ),

IF/

Clock 6

sub x15, x6, x7 : add x1, x2, x1 : orx13,... andx12,...
EX.Flush
ID.Flush : | |
/~ Hazard : : :
l Y ! !
d | M | |
ID/EX u ! !
10 X | !
/\E M 0 ﬁVI EX/MEM !
Control u ﬁ‘ 10 :“AEM[WB
U [P - bo
Data
/_\ memory
12
15
i orwarding I |
X unit :
HRNK R A SRIEE
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sd x26, 1000(x0) , bubble (nop) | bubble . bubble ,orx13, ...
! 1 EX.Flush | !
IF.Flush ! ; : X
: ID.Flush 1 :
! /~ Hazard ! !
detection | ; !
unit / ¥y | Nn '
v ID/EX u b—2 '
0 g 0 X '
M = 0 ﬁ\fl EX/MEM
Control u Ol 000 Rel0
SCAUSE u
IF |D54 0--& [o EX serc | 0% M
1C090000 V —
| & :
4 eft 1 —-{ U
. t -x)
1 13 ers — ALU -
1C090000 - ——In-b» Instr m
1C050004 me L u Data
memory
M X
Gon i
1 . 1
1 ! Forwarding
Clock 7 : | ﬂ
1 ! 1
: ! :
! ‘
}" BAKX R AREE
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1.
25
3.
4
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FBRAERSZERAERS
wxAHEREH
RERFERLS P (B0
RARSEFRBT

sl N
“

.
L
.

1C080000 +

memory

Registers
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v SEIRNAERS
v IRFHNTKEHFESHTITER, TaeaSEiERHEE
—i:  ADD R1, R2; (R1)+(R2)->R1, WNERIATZH?
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— (kb EigBforwarding)
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O (REFFAKENRERMCERER R (MER)

O NRBERXZERFE, WEHcauseFIEPC, [SRFIEVKER,
#TPC{EZlfetchkg

O BHEERKERBIFSIHIERES (flush IF/ID/EX)

O 1232 =4b5 | NFilfTibiE

Inst.
= C) Mem [ D H Decode
/N
lllegal
i Opcode
PC Address
Exceptions

B

223 |

/
Asynchronous
Interrupts WN
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O%l: snRandHIMEFEIRINE, BEEIMEMAANE
v BI—KI5S BT ((RIE)
v [aeta<iflush (kill) , RUERBIESTMASIE
v BEIREIEHTHITand

Time (in clock cycles)

Program CC1 cc2 CC3 CC4 CC5 CC6 CC7 CC8 CcCc9o
execution
order
(in instructions)

w$2, 20($1) | IM Reg|

and §4, 52, $5 IM [

or $8, 52, $6

add $9, $4, 52 Reg

sit §1, $6, $7 DM Reg
v

"‘ m/snfxﬁ—?&- Bﬁi
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MIPSﬁt/ G N EL S

=00 NS UTRWN=

. Integer overflow, Tra cFiS ystem Call,

lsleste}{ (hlgihest priority)
oft Rese 2
Nonmaskable Interrupt (NMI) AI‘ mﬁtjiaé& M 1| %U{EE -
Address error --Instructlon fetch Reset (h1 ghest priority)
%k% refll%-.aln?tl't'l:Cthtl.l fetfc},: b Data %%ort
invalid--Instruction fetc

](glache errorI--I{lstrE_ctiofntfeﬁch FIQ CER3 i)

us error --Instruction fetc
Watch - Instruction Fetch l;ﬁefet h_\f :boggftware interrupt

(@p)e2 [N Wh] WG]

Breakpoint, Reserved Instruction,
Coprocessor Unus-able, or Floating-
Point Exception Address error--Data
access

1. TLB refill --Data access
13.

15.
16.
17.
18.

TLB invalid --Data access

TLB modified--Data write
Cache error --Data access
Watch - Data access

Virtual Coherency - Data access
Bus error -- Data access

N
Interrupt (lowest priority) N AKX R
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O SRErEIBES
v EEIEREFIIT, RRTHTEMER, EeiThERRE
PR R T,
v FRRIR: SNERERR. POEBERR

- FHTRIREI: A, MR R

- FRETHEIE

- FETIRSIER (ISR) : N[Ok v o T A
v HUIARE Q%ﬁﬁf»

« Wi (nPC) : RFEXPEIES, RIS

- D7 (regs, PSW) : FRlRARSSHEX

« FinRE]
v R E (FFiR)
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v FEIRE: ¥RE, RE0N5, BEERT
v HUEEES
v RTL{HS
v IRESHL
O /K& EE (MIPS, RISC-V)
v IEEHRsSCIL: FIMTRE, (RE, §=18<S, HEEiT
v OEHESCHL: TR, BTSSR, BMIER, RER, ESIES,
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O SESHER AL, UK

O (o) EREFNIESKERE, EPC=7
O tbepir, B8, dEER

4 iié?ﬁﬂ‘lﬂ IBAESIE], WS, RER, BERLE, FHRERE. &
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ORI TESFS
v RESEIRT KGR, 725/ B
MEFE? (LWES=1) 80000184 SW $27, 1004355

HTEE?

LOOP:

LW $1, 40($10) ; H$1
ADD $2,$3,$1 : D&
SW $2, 40($10) ; 7%

SUB $9,$9,%11 ;158
XXX $5,$7 ; BB RKENIES (IDEXG)
BNE LOOP,$9.$0 , PIES

80000180 SW $26,1000 ($0)
80000184 SW $27, 1004 ($0)
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'study the past if you would define the
future.”

by Confucius
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